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MEMORANDUM FOR NATIONAL GUARD BUREAU  

Subject:  Controlled Unclassified Information in National Guard Bureau Email 
Correspondence 

References:  See Attachment J. 

1.  Purpose.  This Chief of the National Guard Bureau (CNGB) Directive Type-
Memorandum (DTM) establishes interim policy and procedures for Controlled 
Unclassified Information (CUI) in accordance with the references. 

2.  Cancellation.  None.  

3.  Applicability.  This CNGB DTM applies to all National Guard Bureau (NGB) 
personnel. 

4.  Policy.  It is NGB policy to correctly handle CUI through the proper designation, 
marking, protection, and dissemination for mitigating unauthorized disclosures.  All 
personnel are considered CUI Custodians for proper CUI handling.  All email 
correspondence, including attachments, must be accurately marked to protect sensitive 
unclassified information.  Properly marking emails to distinguish between CUI and 
Unclassified, per the guidance in reference b, is essential.  This includes portion 
marking each line and paragraph in the body of every correspondence.  This process 
safeguards sensitive data while allowing appropriate public release, thereby maintaining 
necessary security controls and enhancing transparency.   

a.  NGB Personnel.  All NGB personnel must verify whether an email contains CUI 
data by consulting the CUI Registry and adhering to the CUI marking policy.  Emails 
with CUI must include “CUI” in the subject line, have a “CUI” marking in the relevant 
paragraphs, label any attachments with “CUI” in the filename, and feature a CUI 
disclaimer and designation block.  All emails containing CUI will be encrypted.  Refer to 
Attachment E for further guidance. 

 
b.  Determination.  Only the originator can determine if information is CUI.  To 

determine if the information requires specific safeguarding and dissemination controls, 
the information originator will review the CUI Registry at reference a, and Attachment C 
to decide what category, or categories, the information falls within.  If the information 
does not align with any category, it cannot be marked CUI.  Refer to Attachment B for 
determination assistance. 
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c.  Dissemination.  Only the originator can set controls for disseminating CUI.  Once 
confirmed that the information qualifies as CUI, the originator must establish the 
dissemination controls.  These controls may indicate that distribution is either limited or 
prohibited.  CUI Custodians and originators can review the dissemination control list and 
each definition in reference a, and Attachment D.  

 
d.  Markings.  When drafting official correspondence and handling CUI, the CUI 

Custodians must identify the category or categories in which the information falls using 
reference a, and Attachment C (for example, PRVCY and OPSEC), and apply the 
appropriate control markings.  This may be completed manually or by using Microsoft 
tools depending on your operating system or recent patch update (see Attachment E 
and Attachment F). 
 

(1)  Email Correspondence.  All email correspondence containing CUI will be 
encrypted.  In addition to encryption, emails containing CUI will include the following 
markings:  “CUI” in the subject line, have a “CUI” marking in the relevant paragraphs, 
label any attachments with “CUI” in the filename, and feature a CUI designation block.  
Refer to Attachment E for the email CUI Marking Guide and reference e for detailed 
instructions.  It is up to the individual CUI Custodian to properly mark CUI.  This can be 
done manually with the assistance of the DoD CUI Registry or through automated 
marking tools, depending on their information system marking tools.  For most Outlook 
users, an embedded CUI labeling tool is located on the right side of the “Subject” line of 
a new email correspondence; see Attachment E (Outlook CUI Labeling Tool) for tool 
use and functional capabilities.   
 

(2)  Microsoft Word and Portable Document Format.  In accordance with 
reference e, all documents containing CUI will have the following markings:   
 

(a)  CUI indicated in the header and footer. 
 
(b)  Portion markings before the subject title if it includes CUI, as well as at 

the start of each title and paragraph containing CUI.  
 
(c)  CUI portion markings to relevant headings, images, graphs, charts, maps, 

and reference lists.  
 

(d)  CUI Designation Indicator Block in the footer of the document without a 
portion mark.  Refer to Attachment E for the Document CUI Marking Guide. 
 

(3)  PowerPoint.  All PowerPoint products containing CUI must have the following 
markings:  “CUI” in the header and footer banner, CUI portion markings at the beginning 
of separate sentences and paragraphs, and a CUI Designation Indicator Block on the 
first slide.  Refer to Attachment H for the PowerPoint CUI Marking Guide. 
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(4)  Microsoft Teams.  When sending CUI using Microsoft Teams chat, each CUI 
sentence and paragraph will have a CUI portion marking.  Documents saved in 
Microsoft Teams will have “CUI” at the beginning of the file name. 

 
e.  Unmarked or Mismarked Information.  If you encounter information that appears 

to be CUI and lacks appropriate markings, you should treat it as CUI until you can 
confirm its status with the originator.  If information is, in fact, CUI, the originator will 
apply applicable markings and transmission adherence. 

 
f.  Unauthorized Disclosure.  In case of an unauthorized disclosure, report it 

immediately to the directorate Security Assistant where the unauthorized disclosure 
occurred, and the National Guard Bureau Joint Intelligence Directorate (NGB-J2) 
Counterintelligence and Security Division (NGB-J24).  Secure any compromised 
information, if possible.  Document the incident, identify the source, and take corrective 
action in accordance with reference d, to prevent future occurrences. 

g.  Training Requirements.  Refresher and scenario-focused training for staff is 
available from NGB-J24 by request.  This training does not replace individual computer-
based training requirements.  All NGB personnel, including contractors, must complete 
the training in Attachment A. 

5.  Responsibilities.  See Attachment A. 

6.  Coordination and Resources.   

 a. Virtual Monthly Touchpoints.  The appointed Security Assistants will attend 
monthly virtual touchpoints to receive training and policy updates and review security 
vignettes to ensure directorates are on track with annual requirements before the 
annual Information Security Oversight Office self-inspection. 

 b. NGB Joint Staff Security Assistant Microsoft Teams Page (Teams Page:  NGB 
Joint Staff Security Assistants).  The Security Assistants will ensure access and monitor 
the NGB Joint Staff Security Assistant Microsoft Teams page for the most current 
information and correspondence. 

c.  Point of Contact.  The point of contact for all CUI inquiries is the NGB-J24 
Information Security Branch, NGB-J24, at the following group mailbox:  National Guard 
National Capital Region NGB Army National Guard mailbox NGB-J24 Information 
Security (INFOSEC) <ng.ncr.ngb-arng.mbx.ngb-j24-infosec@army.mil>, or by calling 
703-601-7359. 

7.  Information Collection Requirements.  Each directorate will be required to submit 15 
CUI documents to the NGB-J24 INFOSEC email <ng.ncr.ngb-arng.mbx.ngb-j24-
infosec@army.mil>.  The document submissions will be assessed for marking accuracy 
and compliance of the DoD CUI Program.  NGB-J24 is required to submit findings and 
compliance and training metrics to the Information Security Oversight Office.   
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8.  Definitions.  See Glossary. 

9.  Releasability.  This CNGB DTM is approved for public release; distribution is 
unlimited.  It is available at <https://www.ngbpmc.ng.mil/>.  

10.  Records Management.  This CNGB DTM and all records created as a result, 
regardless of media and format, must be managed in accordance with the NGB 
Records Management Program. 

11.  Compliance.  Per the CNGB 5000.01 Issuance Series, the proponent will review 
this CNGB DTM annually on the anniversary of its effective date to either confirm the 
action has been completed, incorporate the directive into an CNGB Issuance, or to 
update and extend the CNGB DTM’s continued applicability, validity, and consistency 
with Federal, Department of Defense, and NGB policy and provide validation to the 
Strategy, Policy, Plans, and International Affairs Directorate and the NGB Executive 
Secretariat Issuances Branch. 

  
 
Attachments:   
As stated 
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ATTACHMENT A 

RESPONSIBILITIES 

1. NGB-J24.  NGB-J24 implements all security-related programs on behalf of the NGB-
J2 and the NGB Director of Staff.  

a.  Provide up-to-date statutory and regulatory guidance to the NGB Joint Staff 
Directorate Security Assistants. 

b.  Confirm receipt of all Security Assistant appointment memorandums and validate 
staff training compliance.   

c.  Provide guidance and assistance, as necessary, to the Security Assistants. 

d.  Host monthly virtual Security Assistant touchpoints using Microsoft Teams. 

2.  Appointed Security Assistants.  The appointed Security Assistants will:   

a.  Implement all security-related policy and procedures within their directorate.  

b.  Provide internal training and compliance oversight. 

c.  Ensure personnel are properly trained and training records are recorded.  

3.  All Personnel. 

a.  CUI Training.  All personnel, including contractors, must complete annual CUI 
training.  Reference b directs all personnel to receive initial and annual refresher 
training.  The training is found on the Center for Development of Security Excellence 
(CDSE) website, Course IF141.06 (see reference k). 

b.  INFOSEC.  All personnel, including contractors, must complete annual INFOSEC 
training.  Reference f, Attachment I, and reference b direct all personnel to receive initial 
and annual refresher training.  The training is found on the CDSE website, Course 
IF142.06 (see reference h.) 

c.  Personally Identifiable Information.  All personnel, including contractors, must 
complete annual Personally Identifiable Information training.  Reference a directs initial 
and annual refresher training.  The training is found on the CDSE website, Course  
DS-IF101.06 (see reference k). 

4.  Select Personnel.  Select Personnel will complete derivative classification training 
before a Secret Internet Protocol Router token application is approved.  Training is 
found on the CDSE website, Course IF103.16, (see  reference k). 
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ATTACHMENT B 
 

CONTROLLED UNCLASSIFIED INFORMATION DETERMINATION 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 1.  CUI Determination Flowchart 
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ATTACHMENT C 
 

CONTROLLED UNCLASSIFIED INFORMATION REGISTRY 
 

 
Figure 2.  Screenshot from CUI Registry Quick Reference (See reference g.) 

    

 
Figure 3.  Screenshot from CUI Registry Quick Reference (See reference g.)  
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ATTACHMENT D 
 

CONTROLLED UNCLASSIFIED INFORMATION DISSEMINATION CONTROLS 
 

Figure 4.  Screenshot from Cleared CUI Dissemination Control Training Aid 
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ATTACHMENT E 
 

EMAIL CONTROLLED UNCLASSIFIED INFORMATION MARKING GUIDE 
 

 
Figure 5.  Email CUI Marking Example 

 

 
Figure 6.  Email CUI Marking Example with Correct Portion Markings 
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ATTACHMENT F 
 

MICROSOFT OFFICE 365 OUTLOOK CONTROLLED UNCLASSIFIED INFORMATION  
LABELING TOOL 

Figure 7.  Screenshot from Microsoft Office 365 Outlook Classic CUI Encryption Tool 
 
1.  CUI.  Access and Restrictions will apply for sharing with external commercial 
accounts.  Email must be manually encrypted and follow CUI email marking 
requirements. 
 
2.  CUI Secured (Internal Only).  Access and Distribution are restricted to internal 
(A365) users only.  For tool auto-encrypted email, follow CUI email marking 
requirements. 
 
3.  CUI Recipients Only.  Custom Access and Distribution control as defined by content 
or the email originator, including ability to restrict recipients’ ability to forward, print, or 
copy content.  For tool auto-encrypted email, follow CUI email marking requirements. 
 
4.  CUI DoD Community Only.  Access and Distribution are restricted to users within the 
DoD Community (Microsoft Office 365 DoD users).  For tool auto-encrypted email, 
follow CUI email marking requirements.
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ATTACHMENT G 
 

MICROSOFT OFFICE 365 OUTLOOK MARKING AND DESIGNATION TOOL 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 8.  Screenshots from Microsoft Office 365 Outlook Classic Marking and Designation Tool 
 
1.  CUI.  Access and Restrictions will apply for sharing with external commercial 
accounts.  Email must be manually encrypted and follow CUI email marking 
requirements. 
 
2.  CUI -- Secured (Internal Only).  Access and Distribution are restricted to internal 
(A365) users only.  For tool auto-encrypted email, follow CUI email marking 
requirements.
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3.  CUI -- Recipients Only.  Custom Access and Distribution control is defined by 
content or email originator, including ability to restrict recipients’ ability to forward, print, 
or copy content.  For tool auto-encrypted email, follow CUI email marking requirements. 
 
4.  CUI -- DoD Community Only.  Access and Distribution restricted to users within the 
DoD Community (Microsoft Office 365 DoD users).  For tool auto-encrypted email, 
follow CUI email marking requirements. 
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ATTACHMENT H 
 

DOCUMENT CONTROLLED UNCLASSIFIED INFORMATION MARKING GUIDE 

 
Figure 9.  Screenshot from Cleared CUI Document Marking Training Aid



CNGB DTM 2401.00, 09 September 2025 

 I-1 Attachment I 

ATTACHMENT I 
 

POWERPOINT CONTROLLED UNCLASSIFIED INFORMATION  MARKING GUIDE 

 
Figure 10.  Screenshot from Cleared CUI Training Aid  
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ATTACHMENT J 

REFERENCES 

PART I.  REQUIRED 
 
a.  Department of Defense (DoD) Intelligence and Security CUI Registry, 
https://www.dodcui.mil/CUI-Registry-New/, accessed 05 August 2025 
 
b. DoD Instruction 5200.48, 06 March 2020, “Controlled Unclassified Information”  
 
c.  DoD Instruction 8500.01, 07 October 2019, “Cybersecurity”  
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e. DoD Manual 5200.01, Volume 2, 28 July 2020, “DoD Information Security Program: 
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Protection of Classified Information”  
 
g.  DoD Quick Reference Guide, December 2024, “CUI Quick Reference Guide,” 
<https://www.dodcui.mil/Portals/109/Documents/Desktop%20Aid%20Docs/Cleared%20
CUI%20Quick%20Reference%20Guide%20October%202024.pdf?ver=Bsk1IELIKzFNn
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l.  32 Code of Federal Regulations, “National Archives and Records Administration,” 
Part 2001, 28 June 2010, “Classified National Security Information”
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GLOSSARY 
 

PART I.  ACRONYMS 
 
CDSE Center for Development of Security Excellence 
CNGB Chief of the National Guard Bureau 
CNGB DTM Chief of the National Guard Bureau Directive-Type 

Memorandum 
CUI Controlled Unclassified Information 
DoD Department of Defense 
INFOSEC Information Security 
NGB  National Guard Bureau 
NGB-J2 National Guard Bureau Joint Intelligence Directorate 
NGB-J24 Counterintelligence and Security Division 
 

PART II.  DEFINITIONS 
 
CUI -- (Controlled Unclassified Information) is information the Government creates or 
possesses, or that an entity creates or possesses for or on behalf of the Government, 
that a law, regulation, or Government-wide policy requires or permits an agency to 
handle safeguarding or dissemination controls.  
 
CUI Custodian -- A Controlled Unclassified Information custodian is anyone who 
handles, creates, receives, communicates or transmits Controlled Unclassified 
Information.  Also referred to as the information owner due to possession of such 
information.  
 
CUI Registry -- Controlled Unclassified Information Registry is the online repository for 
all information, guidance, policy, and requirements on handling.  Among other 
information, the Controlled Unclassified Information Registry identifies all approved 
Controlled Unclassified Information categories and subcategories, provides general 
descriptions for each, identifies the basis for controls, establishes markings, and 
includes guidance on handling procedures. 
 


